Internet of things (IoT) is a system of connected physical objects that are accessible through an internet. The things in IoT is an object that assigned with an IP address and have the ability to collect and transfer the data over a network without manual intervention. As IOT does not need any human to machine interaction, it seems to be one of the largest waves of revolution as per the research going on, hence security is needed. The quick development of IOT has derived with the challenges in terms of security of things. This paper focus on the general security issues in IoT and measures used to overcome with those security issues.
INTROdUCTION
Internet of things (IoT) that refers to uniquely identifiable objects, things, and their virtual representations in an internet-like structure, was first proposed in 1998 1 . IoT is a system in which all the things are connected to the internet through the information capturing devices for the purpose of intelligent identification and management 2 . These devices are provided with the unique identifiers such as an IP address or some different IDs, which can be read using RFID tags with the help of sensors (information sensing devices). The word things in IoT are an object that assigned with an IP address. It has the ability to collect and transfer the data over a network without manual intervention 3 . The IoT is a combination of wireless technology, micro electro mechanical system and an internet 2 . Basic thing needed to sense the objects in an IoT environment is by using sensors and/or RFID. Sensing can be easily achieved by assigning a unique identifier for each object and then connecting to an internet for smart information processing and transfer. The use of IPv6 can enhance the development of IoT applications, because of its huge address space any object in the world can have unique IP address using which the 'things' can communicate and transfer the information over network. Recent years the IoT is more popular because of its applications like, Intelligent Transport System, Smart Electronic Meter Reading etc. the components IoT includes sensing, heterogeneous access, information processing, applications and services, and also needs additional components for security and privacy. The IoT will be faced with more severe security challenges. There are the following reasons: 1) the IoT extends the 'internet' through the traditional internet, mobile network and sensor network and so on, 2) every 'thing' will be connected to the 'internet' 3) these 'things' will communicate with each other. Therefore, the new security and privacy problems will arise. The main objective of this paper is to address the security issues of IoT and its countermeasures. This paper also gives a brief idea of IoT and its architecture, security issues at its each layer and countermeasures.
IoT Architecture
The IoT architecture mainly consists of four layers namely Perception layer, Network layer, Support layer and Application layer [4] . All of these layers have a large scale of information and support technologies as shown in figure 1.
Perception Layer
Perception layer is also called as recognition layer. The main working of IoT i.e., the information collection is done at this layer with the help of physical devices like RFID, Smart cards, Sensors, GPS devices etc. the information may be an object properties, environmental conditions etc. The key component of this layer is sensors for sensing and representing the physical world information in to the digital network world.
Network Layer
Next layer after perception layer is network layer, which is responsible for transmitting the information gathered at the perception layer to an internet. It includes the functionalities of 
Support Layer
Third layer is suppor t layer, which provides a support upward for application layer and downward for network layer. This layer setup a support system for application layer, where all types of intelligent computing system are organized through a network grid and cloud computing.
Application layer
The application layer is the terminal layer of IoT, where it provides the services to users according to the need of user. Users can access the IoT applications through this layer using Personal computers, mobile devices etc.
Security of IoT
There are many papers that had addressed the Security issues of IoT 2, 5, 6 . This includes preserving the secrecy of information collection, securing the reliable data transmission, preserving the security of applications etc.
Security Issues
As the popularity of IoT application increased, it needs a protection against all possible types of attack and vulnerabilities. Therefore security is needed at each layer. The classification of security issues at each layer of IoT is given below.
Perception layer
Perception layer consists of physical devices like sensors, smart cards, RFID tags, etc. and these devices are used to capture the information. Computational powers of these devices are very less; therefore it is difficult to apply any security measures for protection system. Perception layer devices are more vulnerable to the attacks like sensor attacks, sensor abnormalities 7 .
Terminal security issues 5 are defined at perception layer, where large number of terminals is used for real time data collections to be presented to the user. This process needs an authentication and integrity of data. Due to the wireless mode communication, IoT can also face threat from external network, hackers, virus etc. The main issue at perception terminals or devices includes loss of confidential information, terminal virus and other issues.
Sensor Network Security issues 5 -sensor nodes are responsible for data transmission, organization, integration and acquisition. As sensor nodes operate on their own battery with less security protection, they face complex security issues as includes invoking a malicious code such as worm that affects the wireless sensor network. It is also difficult to identify the malicious code. Fabrication is also a major issue at the perception layer. Fabrication is nothing but acting as legal reader to illegally use an RFID tags or sensor nodes.
Network layer
Network layer includes computers, wireless and wired network to transmit the information, which faces a security issues like illegal authorization, men in middle attack etc. Mean while the junk files and virus cannot be ignored because they cause network congestion. The main security issue at network layer is data transmission security issues 5 . The goal of network layer is to transmit the data securely. The security of network layer depends on security risk of IoT and the technologies, protocols required for data transmission. Nodes in the wireless network are free to move anywhere and also can leave the network at anytime. Because of this the network layer is vulnerable for malicious attacks.
Support Layer
This layer focuses on the large data processing and also makes an intelligent decision of network behavior. This processing should be limited to malicious information. But the security issue at this layer is the ability to identify the malicious information.
Application Layer
The Security needs of different applications will be different. The data sharing between the different techniques and business needs an integration of different application areas. This is a bottleneck for processing of massive data and an operation control 8 and it also leads to security issues of safety and reliability for IoT.
IoT will also includes the security issues like privacy protection, data access control, protection of electronic products, leakage of information tracking and intellectual property of software 9 .
Security Parameters
According to the above analysis, there is a need of security required for IoT System. Therefore looking at the traditional security parameters demands to build a secure and safe system of Internet of Things, are listed as follows.
Privacy: Privacy of user identity or interest • should be preserved by secure IoT System. Availability: IoT System should prevent the • attacks like Denial of Service (DoS) and DDoS attacks by providing services to the authorized users. Integrity: Data integrity should be given by • a secure IoT System. That is the system has to avoid the fabrication of information while transmission. Fabrication is nothing but rewriting, illegally coping or replacing original information by an attacker. Confidentiality: At any point in IoT system the • sensitive information should be revealed to an unauthorized person. Authenticity: The received information or • service by users should be checked for its source to confirm about it has transmitted from an authenticated device of an IoT system.
Countermeasures for Security Issues of IoT
There are some counter measures available; using which the security issues of IoT can be reduced 5 . Those includes access control, data encryption, cloud computing and certification, communication security etc, discussed as below.
data Encryption Mechanism
Encryption is the process of converting plaintext in to an unintelligible form known as cipher text. The network layer of IoT adopts hop-by-hop encryption mechanism to secure the nodes at network layer. This way the information is encrypted in transmission process, besides it needs to keep plaintext in each node through a encryption and decryption process. 
Certification and Access control
Using public key infrastructure (PKI) one can achieve authentication by public key certification for preserving the authenticity and confidentiality of an IoT system. It is also a secure way of finding the identity of the parties who involved in information transfer. The identification of parties can also be done through trusted third party known as notarization 11 . Access control will give a secure IoT environment by limiting the access for devices, things or a person's which are illegal to access the resources of an IoT system. For correct access control an IoT system should provide secure certification system.
Cloud Computing
Cloud is name given to store a huge data. The performance of cloud is high with low cost. The IoT can adopt cloud computing for data storing, processing the data, which has been collected from the many sensor nodes. It also provides the third party security to an IoT system 12 .
Security of Communication in IoT
IoT consists of smaller devices with less power, this leads that communication security is week in IoT system. we need a very strong, secure communication protocol that provides a security to communication.
The Figure 2 summarizes the kind of device, security issues and countermeasures for those issues at each layer of an IoT.
CONCLUSION
This paper is focused on summarized view of IoT system includes the architecture, security issues, countermeasures. IoT is an emerging technology with wide verity of applications. Using the IoT one can connect the many things through an internet. Therefore the privacy and also other security issues concerned. The paper has discussed the security issues of IoT and required countermeasures for those security features
